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Subpart A—General Provisions

§164.102

The provisions of this part are adopt-
ed pursuant to the Secretary’s author-
ity to prescribe standards, require-
ments, and implementation standards
under part C of title XI of the Act and
section 264 of Public Law 104-191.

EFFECTIVE DATE NOTE: At 67 FR 53266, Aug.
14, 2002, §164.102 was amended by removing
the words ‘‘implementation standards’ and
adding in its place the words ‘‘implementa-
tion specifications’, effective Oct. 15, 2002.

Statutory basis.

§164.104 Applicability.

Except as otherwise provided, the
provisions of this part apply to covered

§164.500

entities: health plans, health care
clearinghouses, and health care pro-
viders who transmit health informa-
tion in electronic form in connection
with any transaction referred to in sec-
tion 1173(a)(1) of the Act.

§164.106 Relationship to other parts.

In complying with the requirements
of this part, covered entities are re-
quired to comply with the applicable
provisions of parts 160 and 162 of this
subchapter.

Subpart B-D [Reserved]

Subpart E—Privacy of Individually
Identifiable Health Information

AUTHORITY: 42 U.S.C. 1320d-2 and 1320d-4,
sec. 264 of Pub. L. 104-191, 110 Stat. 2033-2034
(42 U.S.C. 1320d-2(note)).

§164.500 Applicability.

(a) Except as otherwise provided
herein, the standards, requirements,
and implementation specifications of
this subpart apply to covered entities
with respect to protected health infor-
mation.

(b) Health care clearinghouses must
comply with the standards, require-
ments, and implementation specifica-
tions as follows:

(1) When a health care clearinghouse
creates or receives protected health in-
formation as a business associate of an-
other covered entity, the clearinghouse
must comply with:

(i) Section 164.500 relating to applica-
bility;

(ii) Section 164.501 relating to defini-
tions;

(iii) Section 164.502 relating to uses
and disclosures of protected health in-
formation, except that a clearinghouse
is prohibited from using or disclosing
protected health information other
than as permitted in the business asso-
ciate contract under which it created
or received the protected health infor-
mation;

(iv) Section 164.504 relating to the or-
ganizational requirements for covered
entities, including the designation of
health care components of a covered
entity;
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§164.501

(v) Section 164.512 relating to uses
and disclosures for which consent, indi-
vidual authorization or an opportunity
to agree or object is not required, ex-
cept that a clearinghouse is prohibited
from wusing or disclosing protected
health information other than as per-
mitted in the business associate con-
tract under which it created or re-
ceived the protected health informa-
tion;

(vi) Section 164.532 relating to transi-
tion requirements; and

(vii) Section 164.534 relating to com-
pliance dates for initial implementa-
tion of the privacy standards.

(2) When a health care clearinghouse
creates or receives protected health in-
formation other than as a business as-
sociate of a covered entity, the clear-
inghouse must comply with all of the
standards, requirements, and imple-
mentation specifications of this sub-
part.

(c) The standards, requirements, and
implementation specifications of this
subpart do not apply to the Depart-
ment of Defense or to any other federal
agency, or non-governmental organiza-
tion acting on its behalf, when pro-
viding health care to overseas foreign
national beneficiaries.

EFFECTIVE DATE NOTE: At 67 FR 53266, Aug.
14, 2002, in §164.500, remove ‘‘consent,” from
paragraph (b)(1)(v), effective Oct. 15, 2002.

§164.501 Definitions.

As used in this subpart, the following
terms have the following meanings:

Correctional institution means any
penal or correctional facility, jail, re-
formatory, detention center, work
farm, halfway house, or residential
community program center operated
by, or under contract to, the United
States, a State, a territory, a political
subdivision of a State or territory, or
an Indian tribe, for the confinement or
rehabilitation of persons charged with
or convicted of a criminal offense or
other persons held in lawful custody.
Other persons held in lawful custody in-
cludes juvenile offenders adjudicated
delinquent, aliens detained awaiting
deportation, persons committed to
mental institutions through the crimi-
nal justice system, witnesses, or others
awaiting charges or trial.
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Covered functions means those func-
tions of a covered entity the perform-
ance of which makes the entity a
health plan, health care provider, or
health care clearinghouse.

Data aggregation means, with respect
to protected health information cre-
ated or received by a business associate
in its capacity as the business asso-
ciate of a covered entity, the com-
bining of such protected health infor-
mation by the business associate with
the protected health information re-
ceived by the business associate in its
capacity as a business associate of an-
other covered entity, to permit data
analyses that relate to the health care
operations of the respective covered
entities.

Designated record set means:

(1) A group of records maintained by
or for a covered entity that is:

(i) The medical records and billing
records about individuals maintained
by or for a covered health care pro-
vider;

(ii) The enrollment, payment, claims
adjudication, and case or medical man-
agement record systems maintained by
or for a health plan; or

(iii) Used, in whole or in part, by or
for the covered entity to make deci-
sions about individuals.

(2) For purposes of this paragraph,
the term record means any item, col-
lection, or grouping of information
that includes protected health informa-
tion and is maintained, collected, used,
or disseminated by or for a covered en-
tity.

Direct treatment relationship means a
treatment relationship between an in-
dividual and a health care provider
that is not an indirect treatment rela-
tionship.

Disclosure means the release, trans-
fer, provision of access to, or divulging
in any other manner of information
outside the entity holding the informa-
tion.

Health care operations means any of
the following activities of the covered
entity to the extent that the activities
are related to covered functions, and
any of the following activities of an or-
ganized health care arrangement in
which the covered entity participates:

(1) Conducting quality assessment
and improvement activities, including
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